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ABSTRACT

In recent years, automated license plate reader (“ALPR”) systems
have transformed criminal investigation by providing law enforcement
with extensive information about suspects’ movements.' Prosecutors
have defended this practice as firmly grounded in the Supreme Court’s
traditional Fourth Amendment jurisprudence.” Privacy advocates have
responded by arguing that certain Supreme Court cases dealing with new
technology show an emerging interest in modifying those doctrines to
enhance individual liberty.’ But to date, with a few isolated exceptions,
both state and federal courts have declined to require law enforcement to
obtain search warrants before using evidence from ALPRs.*

This Article explores ALPR evidence in criminal cases and the core
Fourth Amendment doctrines that prosecutors rely on to argue that
warrants are not required for their use. The Article contrasts those
arguments with three Supreme Court cases that privacy advocates
believe reflect a judicial desire to revise those doctrines to provide
greater protection.” The Article then examines how lower courts have
resolved legal questions surrounding ALPRs and explains why the
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Supreme Court is unlikely, in the near future, to hold that law
enforcement must obtain a warrant before accessing ALPR data in
criminal prosecutions.® Finally, the Article points to other potential
venues for reform via state constitutional provisions and legislative
changes for those who are concerned about the ubiquity of ALPRs.’

“Every breath you take [a]nd every move you make, [e]very bond
you break, every step you take, I'll be watching you.”® This 1983 song
written by Sting and performed by The Police would result in the song
Every Breath You Take being recognized in 2019 as one of the most
played songs in radio history.” The lyrics manage to be both simultane-
ously catchy and yet disturbing because of the stalker-like vibe they
convey. But what if those lyrics were sung not by a group called The Po-
lice, but instead by nearly every actual police department in the country?
The average American might be surprised to know how frequently their
movements are captured by law enforcement through the use of ALPR
systems, erected throughout many modern cities and relied on by police
to solve crimes, all without a search warrant.

ALPRs are cameras that are specialized for capturing the images of
license plates from passing vehicles.'” “These systems use analytic soft-
ware to associate license plate numbers with the date, time and location
that each vehicle passes a camera.”'' A police officer can query an
ALPR system to receive images of vehicles matching a particular de-
scription.'* This data can be shared with other customers, which can
form a nationwide network for this information, giving law enforcement
access to any jurisdiction that opts in."* Beyond capturing a vehicle’s li-
cense plate number, these cameras can record the “color, body type,
make and model, damage . . . and alterations” to the car.'*

As an example of their reach, one court described how ALPRs pro-
vide surveillance in Norfolk, Virginia."> One hundred seventy-two cam-
eras have been placed throughout the City and are capable not only of

6. See infra Sections II-III.
7. See infra Section IV.
8. THE POLICE, Every Breath You Take, at 03:00-03:09, on SYNCHRONICITY (A&M Records
1983).
9. See BMI Announces Top Honors for its 67th Annual Pop Awards, BMI (Apr. 3, 2019),

https://www.bmi.com/news/entry/bmi-announces-top-honors-for-its-67th-annual-pop-awards
[https://perma.cc/WZ9U-3RRK].

10. United States v. Sturdivant, 786 F. Supp. 3d 1098, 1102 (N.D. Ohio 2025).

11. Id.

12. Id. at 1102-03.

13. Id. at 1103.

14. Id.

15. Schmidt v. City of Norfolk, No. 2:24cv621, 2025 WL 410080, at *1 (E.D. Va. Feb. 5,
2025).
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recording the details noted above about a car, but also whether the vehi-
cle is registered to a resident or non-resident.' These cameras can cap-
ture images of the car from up to 150 feet away traveling up to 100 miles
per hour, and the cameras are located in such a way that even the City’s
Chief of Police acknowledged that, “it would be difficult to drive any-
where of any distance [in Norfolk] without running into one of
the . .. cameras.”"” These images are preserved for thirty days in a
searchable database, allowing for long-term tracking.'®

At first glance this persistent surveillance has a nearly Orwellian
feel to it, giving rise to litigation surrounding the privacy interests of the
drivers."” While the issue has been extensively argued in trial courts, so
far the Supreme Court has not directly taken a position on whether
evidence derived from ALPRs can be used in criminal cases if secured
without a search warrant.”® But given the ubiquitous use of ALPR
cameras in modern criminal cases, that silence will not likely last
forever.?! There is a clash between two lines of jurisprudence that impact
this issue.”? On the one side are police and prosecutors who argue that
ALPRs fall squarely within three traditional lines of Supreme Court
jurisprudence concerning the Fourth Amendment (the plain view
doctrine, the Carroll doctrine, and the third-party doctrine).”® On the
other side are privacy advocates who cite to cases like Kyllo v. United
States,** United States v. Jones,” and Carpenter v. United States,*

16. Id. at *1; see also supra text accompanying note 14.

17.  Schmidt, 2025 WL 410080, at *1 (alteration in original).

18. Id. at *1.

19. See Commonwealth v. Bell, 113 Va. Cir. 316, 318 (2024) (holding that in the modern age,
vehicles are akin to cell phones because they can reveal the continued location of individuals, and
therefore acquisition of such data requires a warrant due to the driver’s reasonable expectation of
privacy of their physical movements); see also Commonwealth v. McCarthy, 142 N.E.3d 1090,
1102-03, 1106 (Mass. 2020) (holding that the Fourth Amendment is implicated when police use
ALPR over an extended period of time to track the whole of the defendant’s public movements, but
not when ALPR use is limited in time and information revealed). But see Sturdivant, 786 F. Supp.
3d at 1108-09 (holding that because the defendant did not have a reasonable expectation of privacy
in the information contained on their license plate due to the plain view doctrine, the defendant’s
Fourth Amendment right was not violated when police, without a warrant, used two ALPR systems
to identify vehicles matching the suspect vehicle’s description).

20. See infia Sections 1B, 1.

21. While the cases cited in this Article provide ample illustration of the contemporary use of
ALPRs, as a prosecutor who supervised our office’s violent crimes unit, I know that very few seri-
ous offenses are investigated any more where law enforcement does not at least attempt to obtain
evidence from ALPRs.

22. See infia Section L.B.

23. See infia Section L.B.

24. 533 U.S.27(2001).

25. 565U.S.400(2012).

26. 585U.S. 296 (2018).
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arguing that these decisions demonstrate an increased emphasis by the
Court on privacy in the face of evolving technology.”” These advocates
assert that law enforcement should have a search warrant before
accessing evidence from ALPRs.?®

While the Supreme Court has not weighed in, lower courts have
overwhelmingly sided with prosecutors and law enforcement on this is-
sue.”’ For the reasons explored in this Article, privacy advocates who are
concerned with the use of license plate readers are exceedingly unlikely
to prevail when this issue eventually percolates to the Supreme Court.*
That leaves open two avenues for reform for those who oppose the war-
rantless use of ALPRs by law enforcement.’! First is through litigation
centered on privacy provisions of state constitutions.*> Second is through
legislative reform.*

In Section I of this Article, I’ll explore why the Supreme Court is
reluctant to get involved too quickly in Fourth Amendment issues per-
taining to evolving or new technology.** That Section will also explore
the three traditional Fourth Amendment doctrines that are central to the
prosecution argument that a search warrant is not needed to obtain and
use ALPR data in criminal cases.”> Each of these doctrines will be con-
trasted with a Supreme Court opinion that privacy advocates would ar-
gue undermines the prosecution’s position.>® Section II of this Article
will focus on how the lower courts have addressed the constitutionality
of the warrantless use of ALPR data and demonstrate why they have

27. See infia Section 1.B.

28. Privacy advocates’ arguments against the use of warrantless ALPR evidence rely upon
cases where the police used technology to track individuals’ movements beyond what was directly
observable by an officer. See, e.g., Kyllo, 533 U.S. at 34-35, 37-38 (holding that police use of tech-
nology not available to the general public to look within a home without a warrant was a Fourth
Amendment violation because it constituted a search of property that was not in plain view); Jones,
565 U.S. at 403, 410, 412 (finding that the police used a GPS tracking technology on a vehicle to
measure movement beyond the level of mere observation without a warrant); Carpenter, 585 U.S. at
311, 313 (holding that monitoring a wireless carrier customer’s cell phone location information over
an extended period of time provides “an intimate window into [that] person’s life,” and therefore the
customer had a reasonable expectation of privacy).

29. See, e.g., United States v. Sturdivant, 786 F. Supp. 3d 1098, 1113 (N.D. Ohio 2025);
United States v. Rubin, 556 F. Supp. 3d 1123, 1129-30 (N.D. Cal. 2021); United States v. Bowers,
No. 18-CR-00292, 2021 WL 4775977, at *4 (W.D. Pa. Oct. 11, 2021).

30. See infra Section II1.

31. See infra Section IV.

32. See infra Section IV.

33. See infra Section IV.

34. See infra Section LA.

35. See infia Section 1.B.

36. See Kyllo v. United States, 533 U.S. 27, 34-35, 37-38 (2001) (contrasting the plain view
doctrine); United States v. Jones, 565 U.S. 400, 406-13 (2012) (contrasting the Carroll doctrine);
Carpenter v. United States, 585 U.S. 296, 309-10 (2018) (contrasting the third-party doctrine).
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overwhelmingly rejected the arguments of privacy advocates.’” The
handful of cases where those advocates have prevailed will be explored
as well.*® Section III will explain why it is unlikely that the Supreme
Court is going to require a warrant for law enforcement to use ALPRs
any time in the near future.*” Section IV of this Article will discuss two
other venues available to privacy advocates for advancing their position
on this issue.*” Specifically, by utilizing state constitutional provisions in
litigation rather than the U.S. Constitution and by appealing to legisla-
tures to reform laws governing the use of ALPRs.*!

I. THE EXISTING FOURTH AMENDMENT LANDSCAPE

This Section begins by exploring why the Supreme Court is reluc-
tant to get involved early in resolving Fourth Amendment cases that in-
volve new technology.*” This Section will then explore the existing
Fourth Amendment framework that is typically relied upon to assess
these types of legal issues.*’

A. The Supreme Court’s Reluctance to Get Involved in Fourth
Amendment Cases with Evolving Technology

City of Ontario v. Quon* is an instrumental case in understanding
why the Supreme Court is frequently slow to get involved in resolving
Fourth Amendment cases that involve new or evolving technology. This
case was initiated as a civil lawsuit by a police officer who was
disciplined after his employer discovered non work-related text
messages on a work-issued pager.*> The City of Ontario had purchased
pagers where each device “was allotted a limited number of characters”
that could “be sent or received each month” without incurring an
additional fee.*® Quon was a member of the police department’s SWAT
team and was given a pager to help respond to “emergency situations.”*’
The City had a policy in place that applied to computer usage which

37. See infra Section II.

38. See infia Section IL.A.

39. See infra Section II1.

40. See infra Section IV.

41. See Stephen E. Henderson, Learning from All Fifty States: How to Apply the Fourth
Amendment and Its State Analogs to Protect Third Party Information from Unreasonable Search,
55 CATH. U. L. REV. 373, 393, 412-14 (2006).

42. See infra Section LA.

43. See infra Section 1.B.

44. 560 U.S. 746 (2010).

45. Id. at 750-53.

46. Id. at 750-51.

47. Id. at751.
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specified that the City reserved the right to monitor all network activity,
including email and internet use, without notice and specifically stated
that an employee “should have no expectation of privacy” in using those
resources.*® On its face, that policy didn’t apply to text messages, but a
police supervisor had told employees, including Quon, that text
messages would be treated in the same way as emails.*’

After the pagers were distributed, the City noticed that Quon was
exceeding his message allotment.® Quon paid the overage fee rather
than having the employer audit whether the texts were related to his
job.”! This happened three or four additional times before his supervisor
said he was “tired of being a bill collector” and set out to figure out if the
messages were personal or not.*”> Records were obtained that showed not
only that many texts “were not work related, and some were sexually
explicit.”>* Quon was administratively disciplined as a result.**

At first glance, it would seem like this case could have been easily
resolved by the Court holding that Quon did not have a reasonable ex-
pectation of privacy in the pager given to him by the government and
therefore couldn’t sue when his supervisor looked at the text messages in
the first place.” But the Court didn’t rely on those grounds, and instead
resolved the case based on the special needs doctrine, which allows war-
rantless searches by the government where the non-investigatory needs
justifying the search exceed the level of intrusion on an individual’s pri-
vacy.>®

The Court was explicit as to why it elected not to hinge its decision
on whether Quon had a reasonable expectation of privacy.”’ The Court
acknowledged that it must “proceed with care” when considering priva-
cy expectations that are implicated by particular equipment.*® “The judi-
ciary risks error by elaborating too fully on the Fourth Amendment im-
plications of emerging technology before its role in society has become

48. Id.

49. Id. at 751-52.

50. Id. at752.

51. Id

52. Id

53. Id. at752-53.

54. Id. at753.

55. See Katz v. United States, 389 U.S. 347, 351 (1967) (stating that “[w]hat a person know-
ingly exposes to the public” is not subject to protection under the Fourth Amendment); see also
United States v. Miller, 425 U.S. 435, 442 (1976) (same).

56. Quon, 560 U.S. 746 at 760-65.

57. Id. at 759-60.

58. Id. at759.
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clear.” The Court went on to opine that rapid changes in the dynamics
of communication and information transmission implicate not just the
technology itself, but what society deems appropriate.®® The Court was
concerned that if it made a broad ruling in this case, it would impact oth-
er issues pertaining to cell phones and text messages in general.®!

B. Existing Fourth Amendment Framework and the Cases’ Advocates
Argue Call for a Change

In the absence of Supreme Court decisions that directly involve the
use of ALPRs, courts must instead rely on more traditional Fourth
Amendment doctrines.®” There are three lines of Supreme Court juris-
prudence that prosecutors rely on to argue that a search warrant is not
needed to obtain evidence from ALPRs.®* The plain view doctrine, the
Carroll doctrine (also called the automobile exception), and the
third-party doctrine.** However, with each of these concepts, privacy
advocates can point to at least one contemporary Supreme Court case
involving the application of new technology that appears to draw into
question whether the Court should reach a different conclusion with re-
spect to ALPRs.%

1. The Plain View Doctrine

The text of the Fourth Amendment begins, “The right of the people
to be secure in their persons, houses, papers, and effects, against unrea-
sonable searches and seizures, shall not be violated . . . .”®® This means
that as a threshold issue, in order for the Fourth Amendment to be impli-
cated, there needs to have been a search or seizure in the first place.67
The Supreme Court’s earlier jurisprudence understood a search as being

59. Id. In part, this was because it would have required addressing a factual question that
would require speculation about an individual’s authority. /d. at 758 (“[I]t would be necessary to ask
whether Duke’s statements could be taken as announcing a change in OPD police, and if so, wheth-
er he had, in fact or appearance, the authority to make such a change and guarantee the privacy of
text messaging.”). That issue is not relevant to this Article, however.

60. Id. at 759 (“At present, it is uncertain how workplace norms, and the law’s treatment of
them, will evolve.”).

61. Id. at 760.

62. See discussion infia Section 1.B.1-3.

63. See discussion infia Section L.B.1-3.

64. See discussion infia Section 1.B.1-3.

65. See infra text accompanying notes 85, 127, 159.

66. U.S. CONST. amend. IV.

67. United States v. Jacobsen, 466 U.S. 109, 113 (1984) (stating that the Fourth Amendment
protects against searches, and that a search occurs when there was a reasonable expectation in pri-
vacy that society is prepared to consider as reasonable).
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tied to physical intrusion of places or things.®® In the landmark 1967 case
of Katz v. United States,*” that approach was fundamentally changed to
recognize that the Fourth Amendment governs not just the seizure of
tangible items but could include other evidence like oral statements, thus
expanding the amendment from protecting areas to protecting people.”
The famous Katz formulation as to what is protected is taken from Jus-
tice Harlan’s concurrence which creates a two-part test asking whether a
person exhibited a subjective expectation of privacy and whether that
expectation is one society is prepared to recognize as reasonable.”' Both
the majority opinion and Harlan’s concurrence acknowledge that what is
not entitled to protection is what someone places in plain view and ex-
poses to the public.”

In the case law that followed in subsequent years, the Court would
repeatedly acknowledge that “mere visual observation does not consti-
tute a search.””® This is the first way in which “plain view” enters Fourth
Amendment jurisprudence by constituting, in the playful language of the
Court, “when a search is not a search.”’* In other words, if all that has
happened is that an officer has made a visual observation of something,
the Fourth Amendment isn’t even implicated.”

But just as an observation doesn’t constitute a search, the “plain
view doctrine” is implicated in understanding seizures as well.”® For ex-
ample, while an officer seeing an item in plain view doesn’t implicate a
Fourth Amendment privacy interest, seizing the item does do this be-
cause it invades the owner’s possessory interest in the property.”” But
even if a Fourth Amendment interest is implicated by the seizure, the
Fourth Amendment isn’t violated if law enforcement was lawfully in the
area where they make the observation and they come across an article of

68. See, e.g., Olmstead v. United States, 277 U.S. 438, 466 (1928) (declining to apply the
Fourth Amendment exclusionary rule to phone conversations obtained with a wiretap).

69. 389 U.S. 347 (1967).

70. Id. at 353.

71. Id. at 361 (Harlan, J., concurring).

72. The majority opinion recognized: “What a person knowingly exposes to the public, even
in his own home or office, is not a subject of Fourth Amendment protection.” Id. at 351 (majority
opinion). Harlan’s concurrence restated this: “Thus a man’s home is, for most purposes a place
where he expects privacy, but objects, activities or statements that he exposes to the plain view of
outsiders and not protected because no intention to keep them to himself has been exhibited.” Id. at
361 (Harlan, J., concurring) (internal quotation marks omitted).

73. United States v. Jones, 565 U.S. 400, 412 (2012); Kyllo v. United States, 533 U.S. 27,
31-32 (2001); Dow Chem. Co. v. United States, 476 U.S. 227, 234-35, 239 (1986).

74. Kyllo, 533 U.S. at 32.

75. Id.

76. Horton v. California, 496 U.S. 128, 133 (1990).

77. Id. at 133-34.
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“incriminating character.””® This could take different forms such as a po-
lice officer observing and seizing evidence while in “hot pursuit of a
fleeing suspect.”” Or, if an object comes into view during an appropri-
ately limited search incident to arrest it can be seized.*® This doctrine
even applies when an officer isn’t searching for evidence of crime but
inadvertently comes across an incriminating object.®' If law enforcement
is lawfully located in a place for which an object can be plainly seen and
the incriminating character of the object is immediately apparent, the
plain view doctrine permits its seizure, without a warrant.*?

In the context of ALPR data, a prosecutor would argue that this
doctrine clearly applies. In other words, these cameras are merely mak-
ing and recording observations of what can be seen in a public place.®
There is no search by simply looking, which is what the camera does.®
By operating the vehicle in a public place, the driver has exposed the car
to the plain view of outsiders and is not, in the Katz formulation, entitled
to Fourth Amendment protection.®

A privacy advocate would argue that this position fundamentally
belies the principles of Katz, because drivers would have an expectation
that police will not engage in pervasive and detailed surveillance of their
vehicle using special technology to do what bare eyes cannot.*® To sup-
port this position, the privacy advocate would point to Kyllo v. United
States which has become a critical case to understanding the interaction
between technology and the reasonable expectation of privacy.®’

Kyllo involved an investigation where an agent suspected that
marijuana was being grown in a home in Oregon.*® Because indoor
cultivation of marijuana utilizes high-intensity lamps, to determine
whether the amount of heat emanating from the home was consistent
with the use of these lamps, the agent utilized a thermal imager.* This

78. Id. at 134-35.

79. Id. at 135 (first citing Warden v. Hayden, 387 U.S. 294, 299-300, 306-07 (1967); and then
citing Hester v. United States, 265 U.S. 57, 58 (1924)).

80. Id. (citing Chimel v. California, 395 U.S. 752, 762-63 (1969)).

81. Id. (first citing Harris v. United States, 390 U.S. 234, 236 (1968); then citing Frazier v.
Cupp, 394 U.S. 731, 740 (1969); and then citing Ker v. California, 374 U.S. 23, 42-43 (1963)).

82. Id. at 136.

83. United States v. Sturdivant, 786 F. Supp. 3d 1098, 1108-09 (N.D. Ohio 2025).

84. Peter G. Berris et al., Automated License Plate Readers: Background and Legal Issues,

CONG. RScH. SERV. (2025), https://www.congress.gov/crs-product/IF13068
[https://perma.cc/VETY-GPMN].
85. Id.

86. See Kyllo v. United States, 533 U.S. 27, 34 (2001).
87. Id. at33-34.

88. Id. at29.

89. Id.
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device could detect infrared radiation which virtually all objects emit,
but which is not available to the naked eye.” The agent performed the
scan of the suspect’s home from the passenger seat of his vehicle, while
across the street from the house.’’ The scan only took a couple of
minutes.’”> Based on the results, the agent concluded that the suspect was
using halide lights to grow marijuana and obtained a search warrant for
the home.” This resulted in the seizure of approximately 100 plants.”

The government cited back to the plain view cases by arguing not
only that the thermal imaging did not detect private activities in private
areas, but that with an insignificant exception, the device didn’t reveal
anything that the officers couldn’t already observe in plain view.”” The
dissent picked up on this argument by noting, in part, that “it is equally
well settled that searches and seizures of property in plain view are pre-
sumptively reasonable” and all the government did here was surveil heat
emitting from the exterior surface of the suspect’s home.”®

The majority opinion rejected that this could be resolved based on
the notion that whatever is observed in plain view is not a search.”” After
all, “[t]he present case involves officers on a public street engaged in
more than the naked-eye surveillance of a home.”® The Court went on
to acknowledge that the degree of privacy secured to citizens by the
Fourth Amendment is implicated by the advance of technology and
asked the question of whether the power of technology can be allowed
“to shrink the realm of guaranteed privacy.”” Applying the Katz test, the
Court noted that when it comes to the interior of a home, an expectation
of privacy exists that is reasonable.'” Here, by using technology to ob-
tain information about the interior of a home that could not have other-
wise been obtained without a physical intrusion into the space, a search
occurred, if the technology utilized is not “in general public use.”'®" In
this case, technology that the general public doesn’t have access to (a
thermal imager) enabled police to see what the naked eye could not.'*
As a result it is not mere observation, but a search, thus implicating the

90. Id.
91. Id. at 30.
92. Id.
93. Id.
94. Id.
95. Id. at 37-38.
96. Id. at 42-43 (Stevens, J., dissenting).
97. Id. at 32-33 (majority opinion).
98. Id. at 33.
99. Id. at 34.
100. Id.
101. Id.
102. Id.
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Fourth Amendment in a way that looking at things in plain view does
not.'®

Obviously, the context of ALPRs is different in that they are mak-
ing observations and pictures of the exterior of someone’s car rather than
their home and, for the reasons that will be explored in the next Section,
a person has a reduced expectation of privacy in their vehicle.'” But, to
a privacy advocate, Kyllo has to be considered in this analysis because it
unquestionably involves technology not available to the general public
that enables police to make observations in vast excess of that which can
be seen by the naked eye.'”® Returning to the example of Norfolk from
the beginning of this Article, this technology enables law enforcement to
see details of damage to cars from 150 feet away travelling at 100 miles
per hour, throughout virtually all areas of the City.'® To the privacy ad-
vocate, even if one has a lessened expectation of privacy in a vehicle,
surely they don’t expect this level and type of intrusion.'”” And surely
society would agree that is a reasonable expectation.'®®

2. The Carroll Doctrine (a.k.a. the Automobile Exception)

This brings us to the second doctrine that prosecutors rely on to
support their argument that using ALPRs to obtain surveillance images
does not require a search warrant. The doctrine is alternatively called
“the automobile exception” or the Carroll doctrine, drawn from Carroll
v. United States."” That case involved the search of a car by prohibition
agents in an area known to be used to transport liquor into the United
States.''” The officers had reason to believe that the “Carroll boys” were
bootleggers coming from a known source of supply of alcohol to an area
where they were known to ply their trade.!'' As a result the officer had
probable cause to believe that the car he stopped contained contraband
and evidence of a crime."'? The Court noted that when deciding what
constitutes an unreasonable search or seizure for purposes of the Fourth
Amendment, there is a significant difference between the search of a
building versus a ship, boat, wagon or automobile because “the vehicle

103. Id. at 34-35.

104. See infra Section 1.B.2.

105. See Kyllo, 533 U.S. at 34.

106. Schmidt v. City of Norfolk, No. 2:24cv621, 2025 WL 410080, at *1 (E.D. Va. Feb. 5,
2025).

107. Id. at *6.

108. Id. at *7-8.

109. 267 U.S. 132 (1925).

110. Id. at 160.

111. M.

112. Id. at 160-61.
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can be quickly moved out of the locality or jurisdiction in which the
warrant must be sought.”'"* For that reason, if an officer has probable
cause to believe that a vehicle has contraband or evidence of a crime, the
vehicle can be searched without a warrant.''*

In the ensuing decades, the Supreme Court would greatly expand
the scope of the Carroll doctrine.'"”® In addition to allowing the immedi-
ate search of the car, this exception to the warrant requirement permits
officers to seize the vehicle, take it to the police station, and hold it there
while obtaining a search warrant.''® Moreover, if the police have proba-
ble cause, they can still take the car to the police station and search it
even if they don’t get a warrant.''” And, when mobile homes can be
“quickly moved,” they too can be searched without a warrant based on
probable cause.''® Nor does the fact that a car can be readily moved
mean that there has to be an exigency that would preclude the police
from getting a warrant before searching the car.'' Probable cause is
enough.'?

Part of the Court’s rationale for allowing such broad searches of
vehicles without a warrant when it comes to an automobile is because
“[o]ne has a lesser expectation of privacy in a motor vehicle because its
function is transportation and it seldom serves as one’s residence or as
the repository of personal effects.”'?! This is related to the line from Katz
that “[w]hat a person knowingly exposes to the public. .. is not a sub-
ject of Fourth Amendment protection.”'** Expressed alternatively, “a
person traveling in an automobile on public throughfares has no reason-
able expectation of privacy in his movements from one place to anoth-
er.”123

This doctrine doesn’t directly resolve the issue of ALPRs because
the Carroll doctrine is premised on law enforcement having probable
cause that the vehicle being searched has evidence of a crime.'** By con-
trast, ALPRs take pictures of every vehicle that comes into their scope

113. Id. at 153.

114. Id. at 153, 158-59.

115. See Chambers v. Maroney, 399 U.S. 42, 50-52 (1970); Texas v. White, 423 U.S. 67, 68
(1970) (per curiam); California v. Carney, 471 U.S. 386, 393-94 (1985); Maryland v. Dyson, 527
U.S. 465, 466-67 (1999) (per curiam).

116. Chambers, 399 U.S. at 50-52.

117. See White, 423 U.S. at 68.

118. See Carney, 471 U.S. at 390, 392-94 (citing Caroll, 267 U.S. at 153).

119. See Dyson, 527 U.S at 466-67.

120. Id. at 67.

121. Cardwell v. Lewis, 417 U.S. 583, 590 (1974).

122. Id. at 591 (quoting Katz v. United States, 389 U.S. 347, 351 (1967)).

123.  United States v. Knotts, 460 U.S. 276, 281 (1983).

124. See Carroll v. United States, 267 U.S. 132, 149, 154-56 (1925).
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regardless of their involvement in criminal activity.'*> Nonetheless, a

prosecutor would argue that the rationale from these cases is persua-
sive,'? the reasoning being that the Court is simply less concerned with
granting an expectation of privacy when it comes to a car, because the
driver has chosen to operate it in public places.'”” Because the individual
has exposed the vehicle to the public, they can’t then claim that they
have an expectation of privacy in its movements.'*®

A privacy advocate might push back on this argument by using
some of the Court’s reasoning in United States v. Jones.'"*’ In that case
the defendant came under suspicion for trafficking narcotics.'*” The po-
lice installed a GPS tracking device on the undercarriage of his Jeep
Grand Cherokee and for the next twenty-eight days tracked his move-
ments, relaying over 2,000 pages of data to the government in that
four-week period."*! The defendant sought to suppress the use of this ev-
idence from his trial.'*?

In finding for the defendant in this case, the Court centered its rea-
soning on an issue not directly related to the topic of this Article—that
the installation of the device itself constituted a search for purposes of
the Fourth Amendment.'** But the case is useful in part for this analysis
because the Court rejected the government’s premise, taken from anoth-
er Supreme Court case, that “[t]he exterior of a car . . . is thrust into the
public eye, and thus to examine it does not constitute a search.”'** The
officers did more here than visual inspection.'*> The majority opinion
and the Alito concurrence split on what the officers did that was signifi-
cant.*® To the majority it was the physical trespass on the suspect’s ve-
hicle which implicated a privacy interest.'*” To Justice Alito it was the
pervasive surveillance of the defendant for a twenty-eight-day period

125. See United States v. Sturdivant, 786 F. Supp. 3d 1098, 1102 (N.D. Ohio 2025).

126. See United States v. James, No. 6:21-CR-00176-01, 2023 WL 3370421, at *5 (W.D. La.
Jan. 30, 2023).

127. See Knotts, 460 U.S. at 281-82.

128. See id.

129. 565 U.S.400(2012).

130. Id. at 402.

131. Id. at 403. While the police had a search warrant in this case, it was evaluated as a war-
rantless search because the warrant only permitted the installation of the GPS tracker in Washing-
ton, D.C. within ten days of the issuance of the warrant. See id. at 402-04. The officers installed the
devices eleven days after the warrant was issued in Maryland. /d. at 403.

132, Id.

133. See id. at 404.

134. Id. at 410 (quoting New York v. Class, 475 U.S. 105, 114 (1986)).

135. See id. at 403.

136. Compare id. at 404-05, with id. at 424-25,429-30 (Alito, J., concurring).

137. See id. at 404-05 (majority opinion).
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and the use of special technology to do so.'*® Of note, the majority
acknowledged that obtaining surveillance of Jones’ movements for a
four-week period only through use of electronic means is, in and of it-
self, an invasion of privacy, but the present case didn’t require them an-
swering that question since there was a physical trespass.'*’

In Justice Sotomayor’s concurrence, she focused on the similarity
between this case and Kyllo because of the unique attributes of GPS sur-
veillance.'*" Here, the police were getting a “precise, comprehensive
record of a person’s public movements.”'*! In Justice Alito’s concur-
rence he focused on the prolonged nature of the surveillance.'** Accom-
plishing this through traditional means would have required “a large
team of agents, multiple vehicles, and perhaps aerial assistance.”'** The
device in this case made “long-term monitoring relatively easy and
cheap.”'*

Those opposing the warrantless use of ALPRs would draw a con-
nection between what these cameras enable and the GPS device.'* The
latter of course permits pervasive and precise measurement of a vehi-
cle’s movement.'*® But the former, particularly if you are operating in a
way similar to Norfolk where the Chief acknowledged “[i]t would be
difficult to drive anywhere of any distance [in Norfolk] without running
into a camera,” you essentially get to the same place with a little less
precision.'*” These advocates would lean into the reasoning of both con-
currences in Jones, which state that technology has enabled what mere
observation does not, and thus implicate the protection of the Fourth
Amendment.'*® Sure, we have less expectation of privacy in vehicles,'
but is that the same thing as saying we have no reasonable expectation
that our movements in those vehicles will not be constantly tracked?

138. See id. at 425,429-30 (Alito, J., concurring).

139. Id. at 412-13 (majority opinion) (noting that analyzing this issue would require the Court
to grapple with the vexing issue of how long is too long of a period to allow warrantless surveil-
lance through technology of the defendant’s movements).

140. See id. at 415-16 (Sotomayor, J., concurring).

141. Id. at415.

142. Id. at 429-30 (Alito, J., concurring).

143. Id. at 429.

144. Id.

145. Cf. id. at 416-17 (Sotomayor, J., concurring).

146. Id. at 403 (majority opinion).

147. See Schmidt v. City of Norfolk, No. 2:24cv621, 2025 WL 410080, at *1 (E.D. Va. Feb. 5,
2025).

148. See Jones, 565 U.S. at 414-15 (Sotomayor, J., concurring); id. at 430 (Alito, J., concur-
ring).

149. Cardwell v. Lewis, 417 U.S. 583, 590-91 (1974).
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3. Third-Party Doctrine

This doctrine has a seemingly lighter connection to the issue at
hand, but at least one federal court has recognized that “the [A]LPR sys-
tem fits suitably within the third-party doctrine.”"*” The most important
cases establishing this doctrine are United States v. Miller'>' and Smith v.
Maryland."** In Miller, the Court rejected the idea that an individual has
a reasonable expectation of privacy in their bank records, circling back
to the language from Katz that “[w]hat a person knowingly exposes to
the public . . . is not a subject of Fourth Amendment protection.”'> A
bank’s customer takes the risk, in revealing their financial affairs to the
institution, that the bank will choose to convey that information to the
government without a warrant.'** The Court noted:

This Court has held repeatedly that the Fourth Amendment does not
prohibit the obtaining of information revealed to a third party and con-
veyed by him to Government authorities, even if the information is re-
vealed on the assumption that it will be used only for a limited purpose
and the confidence placed in the third party will not be betrayed.'>

Smith applied the same reasoning to records from a phone compa-
ny, the numbers a customer has dialed, reasoning that a customer must
realize they are conveying those numbers to the telephone company.'>
As a result, there is no reasonable expectation that the numbers they dial
will remain a secret.'”” The customer also takes the chance that their
phone company will divulge evidence about the phone numbers they
have called to the government without a search warrant."®

In the context of ALPRs, the essential argument from the prosecu-
tor would be that when a driver takes their car on the public road, it is
the act of exposing that information to third parties—the other motorists,
police officers, or the company that operates the ALPRs—that allows
the data to be given to police at their request without a warrant."® The
act of driving on a public road constitutes conveying information about

150. United States v. James, No. 6:21-CR-00176-01, 2023 WL 3370421 at *5 (W.D. La. Jan.
30, 2023).

151. 425U.S. 435 (1976).

152. 442 U.S. 735 (1979).

153. Miller, 425 U.S. at 442-43 (citing Katz v. United States, 389 U.S. 347, 351 (1967)).

154. 1Id. at 443.

155. Id.

156. Smith, 442 U.S. at 742.

157. Id. at743.

158. Id. at 744-46.

159. See Miller, 425 U.S. at 442-43.
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yourself to other people and you can’t reasonably expect that it will be
kept private.'®

Privacy advocates, however, would cite to Carpenter v. United
States to rebut this claim.'®' In that case the government got a court or-
der, rather than a search warrant supported by probable cause, to obtain
the call detail records of the defendant’s cellphone.'®® As a result, they
were able to obtain 12,898 location points of the defendant over a 152-
day period based on his cell phone activity.'®® The Court acknowledged
the validity of the third-party doctrine as contained in Smith and Mil-
ler,'** but it declined to extend those cases to cover these “novel circum-
stances.”'® The Court noted that mapping a cell phone’s location over
an extended period of time provides an “intimate window into that per-
son’s life,” including their “familial, political, professional, religious,
and sexual associations.”'®® As a result, even though the records were
obtained from a third party, the Court deemed that Carpenter had a rea-
sonable expectation of privacy in them.'®’

A privacy advocate would use this case to argue that when it comes
to extensive location information about an individual and where they are
going, the Court has drawn limits on the third-party doctrine.'®® Sure,
ALPR camera information is not as pervasive and intense as cell site lo-
cation data, but if cameras cover a great deal of a jurisdiction’s streets, it
does give law enforcement the ability to effectively see where a car is
going.'® To the privacy advocate, that intrudes on exactly what Carpen-
ter was seeking to protect.'”

IT. How LOWER COURTS HAVE ADDRESSED THE USE OF ALPRS

This Section will examine how lower courts have addressed ALPRs
and illustrate why they have so far overwhelmingly reached decisions

160. United States v. James, No. 6:21-CR-00176-01, 2023 WL 3370421, at *5 (W.D. La. Jan.
30, 2023).

161. Carpenter v. United States, 585 U.S. 296 (2018).

162. Id. at 301-02.

163. Id. at 302.

164. Id. at 308.

165. Id. at 309.

166. Id. at 311 (quoting United States v. Jones, 565 U.S. 400, 415 (2012) (Sotomayor, J., con-
curring)).

167. Id. at313.

168. LAURA HECHT-FELELLA, BRENNAN CTR. FOR JUST., THE FOURTH AMENDMENT IN THE
DIGITAL AGE 8 (2021), https://www.brennancenter.org/media/7399/download/Fourth-Amendment-
Digital-Age-Carpenter.pdf [https://perma.cc/ENA2-28EK].

169. Id. at21-22.

170. Id. at 23.
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favoring the prosecution’s position.'”" This Section will first look at the
handful of cases involving ALPRs in which privacy advocates pre-
vailed.'”” The Section will then discuss the larger body of case law fa-
voring law enforcement’s warrantless use of ALPRs.'” The following
Section will then examine why the Supreme Court is unlikely to issue a
ruling requiring law enforcement to obtain a search warrant for ALPR
data in the near future.'”

A. Case Law Favoring the Privacy Advocates’ Position

It is somewhat hard to come by cases supporting the position of
privacy advocates on this issue. However, three decisions (two in a crim-
inal context and one in a civil case) do provide support for this view-
point.'” One decision comes out of Norfolk, the City discussed at the
beginning of this Article.'” In that decision the defendant had been
charged with robbery, use of a firearm in the commission of a felony,
and criminal conspiracy.'”” Following a robbery from a game shop in a
neighboring jurisdiction, an independent witness provided a license plate
number along with the make and model of the suspect vehicle.'”® A de-
tective within that jurisdiction provided the information to Norfolk law
enforcement, who were able to locate the vehicle on a highway in their
city using an ALPR system.'”

The trial court granted the defendant’s motion to suppress, finding
that the collection and storage of license plate and location information
constituted a search within the meaning of the Fourth Amendment.'®
The court found persuasive the argument that, in the modern age,
vehicles are akin to cell phones in that they can reveal the continued
location of individuals."®! Since Carpenter holds that acquisition of cell
site location information is a search for purposes of the Fourth
Amendment, the same reasoning would apply here, as a person

171. See infra Section II.

172.  See infra Section IL.A.

173.  See infra Section I1.B.

174.  See infra Section I11.

175. See Commonwealth v. Bell, 113 Va. Cir. 316, 318 (2024); Commonwealth v. McCarthy,
142 N.E.3d 1090, 1103-05 (Mass. 2020); Schmidt v. City of Norfolk, No. 2:24cv621, 2025 WL
410080, at *5-8 (E.D. Va. Feb. 5, 2025).

176. Bell, 113 Va. Cir. at 318.

177. Id. at 316.

178. Id. at317.

179. Id. The decision itself involves an additional robbery charge that came out of Norfolk
where the vehicle occupants also matched the description of the suspects. /d.

180. Id. at 318-20.

181. Id. at 318.



480 HOFSTRA LAW REVIEW [Vol. 54:463

maintains a legitimate expectation of privacy in the record of their
physical movements.'® The court also relied on Jones to bolster the
argument that when the government wants to track a citizen’s
whereabouts, a warrant is needed.'®® The court opined that “[p]rolonged
tracking of public movements with surveillance . . . serves to invade the
reasonable expectation citizens possess in their entire movements and
thus requires a warrant.”'** The court responded to the government’s
argument from Katz that what a person exposes to the public is not
subject to Fourth Amendment protection by quoting from that case:
“Wherever a man may be, he is entitled to know that he will remain free
from unreasonable searches and seizures.”'*®

While this ruling might appear to give privacy advocates hope that
their argument might be upheld by courts, within three months of the de-
cision being issued, other trial courts in Virginia (including two different
judges in Norfolk) rejected this same argument. '

One additional case out of Massachusetts, while ultimately still
ruling against the defendant, provides some degree of support for the
position of privacy advocates.'®” In that case, law enforcement tracked
the defendant’s movements through ALPRs over a three-month period,
to show how many times he traveled on two particular bridges, which
was relevant to their investigation.'® The court noted that its
overarching goal was to assure the preservation of the degree of
protection of privacy that existed at the time the Fourth Amendment was
adopted.'® The court “recognized the difficulty of this enterprise” as
technology develops.'”® To advance that task, the court focused on the
role of the Fourth Amendment in prohibiting the use of arbitrary power
and to protect against permeating police presence.'’! The court leaned
into what is referred to as the “mosaic theory” premised on the idea that
the critical issue is not isolated use of surveillance but the cumulative
and aggregated nature that it could adopt."” The court believed this

182. Id.

183. Id.

184. Id. at 319 (citing Beautiful Struggle v. Baltimore Police Dep’t, 2 F.4th 330, 341 (4th Cir.
2021).

185. Id. at 320 (quoting Katz v. United States, 389 U.S. 347, 359 (1967)).

186. Id. But see Commonwealth v. Adams, 113 Va. Cir. 505, 509 (2024); Commonwealth v.
Robinson, 113 Va. Cir. 494, 504 (2024); Commonwealth v. Roberson, 113 Va. Cir. 565, 572
(2024).

187. See Commonwealth v. McCarthy, 142 N.E.3d 1090, 1101-07 (Mass. 2020).

188. Id. at 1095.

189. Id. at 1098.

190. Id.

191. Id.

192. Id. at 1102.
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approach to be consistent with Ka#z by reasoning that even if people
expose one movement in public, they aren’t knowingly exposing their
movements in the aggregate or totality.'”* As a result, whether the use of
ALPR data constitutes a search depends on the amount of data collected
by law enforcement.'™ Here, there were only a handful of cameras at
isolated locations, leading the court to opine, “While we cannot say
precisely how detailed a picture of the defendant’s movements must be
revealed to invoke constitutional protections, it is not that produced by
four cameras at fixed locations on the ends of two bridges.”'”
Accordingly, the court’s ruling acknowledged that while extensive use
of ALPRs could constitute a violation of an individual’s reasonable
expectation of privacy, they did not in this case.'”

The third opinion appearing to provide support to the position of
privacy advocates regarding the use of ALPRs by law enforcement was
the civil lawsuit discussed earlier in this Article, involving the City of
Norfolk’s Flock program.'®’ Citizens sued the City, arguing that the use
of ALPRs violated their Fourth Amendment right to be free from unrea-
sonable searches.'” The City moved to dismiss the lawsuit, and the trial
court denied that motion.'"”” The decision examined whether the plain-
tiff’s expectation of privacy was reasonable, finding that answering that
question “requires an evaluation of whether a disputed surveillance prac-
tice is an intrusion that jeopardizes an individual’s sense of security
more than necessary.”?”” The court went on to consider the application
of Katz to “drag-net type law enforcement practices” relying on Carpen-
ter and Jones to conclude that such “practices are considered a search,
notwithstanding the fact that many instances of a person’s movements
are in a public space and easily observable by others.”?"!

The City argued that the plaintiffs could not establish that their ex-
pectation of privacy was reasonable because ALPRs don’t capture the
whole of someone’s physical movements.*> The City argued there was a
substantial difference between cameras at given locations and tracking

193. Id. at 1102-03 (quoting Katz v. United States, 389 U.S. 347, 351 (1967)).

194. Id. at 1103.

195. Id. at 1105-06.

196. Id. at 1109.

197. Schmidt v. City of Norfolk, No. 2:24cv621, 2025 WL 410080, at *1, *7 (E.D. Va. Feb. 5,
2025).

198. Id. at *2.

199. Id. at *2, *8.

200. Id. at *4 (citing United States v. Martin, 753 F. Supp. 3d 454, 470 (E.D. Va. 2024)).

201. Id. at *5 (first quoting Carpenter v. United States, 585 U.S. 296, 310 (2018); and then cit-
ing United States v. Jones U.S. 400, 415, 430 (2012)).

202. Id. at *7.
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cell-site location data.*”* The court disagreed, finding this type of sur-
veillance to be “notably similar” to cell site location data.*** As a result,
dismissing the claim would not be an appropriate course of action.**®

B. Case Law Favoring the Warrantless Use of ALPRs

The case law favoring the warrantless use of ALPRs is far more vo-
luminous, though the decisions are largely similar to each other.*® In
addition to the three Virginia decisions referenced above, numerous oth-
er courts have reached the same conclusion.””” One court which did so
by issuing an exhaustive opinion on the topic was a federal district court
in Ohio.”® This case involved ten armed robberies committed in Cleve-
land, Ohio over a three-week period in 2021.” By examining surveil-
lance video, the “police identified the suspect’s vehicle as a black Chev-
rolet Camaro with a temporary license plate hanging in the rear window
and a black-and-white bumper sticker on the lower right side of the rear
burnper.”210 “However, law enforcement was unable to make out the li-
cense plate number from that footage.”*'' Law enforcement used two
ALPR systems to identify “vehicles matching the suspect vehicle’s de-
scription.”?'? Through one image, law enforcement was able to place the
vehicle within a fifteen-minute drive of two of the robberies, about three
hours after they occurred.?'* This image did contain a discernable tempo-
rary license plate number which was traced to the defendant.?'* After
additional investigation, the defendant was arrested for the crimes and

203. Id.

204. Id.

205. Id. at *8.

206. See, e.g., United States v. Cooper, No. 23-131, 2025 WL 35035, at *7 (E.D. La. Jan. 6,
2025) (holding that ALPR cameras are not different than sensory faculties that have always been
used by law enforcement, and do not receive Fourth Amendment protection); United States v. Ru-
bin, 556 F. Supp. 3d 1123, 1127 (N.D. Ca. 2021) (holding that law enforcement access to ALPR
data did not implicate the Fourth Amendment); United States v. Bowers, 2:18-CR-00292-DWA,
2021 WL 4775977, at *4 (W.D. Pa. Oct. 11, 2021) (holding that collection of ALPR data was not a
Fourth Amendment search); United States v. Sturdivant, 786 F. Supp. 3d 1098, 1113-14 (N.D. Ohio
2025) (holding that ALPR systems are different than video surveillance and do not constitute a
Fourth Amendment search).

207. See Cooper, 2025 WL 35035, at *7; Rubin, 556 F. Supp. 3d at 1127; Bowers, 2021 WL
4775977, at *4; Sturdivant, 786 F. Supp. 3d at 1113-14.

208. Sturdivant, 786 F. Supp. 3d at 1113-14.

209. Id. at 1101.

210. Id. at 1102.

211. .

212. Id.

213. Id. at 1105.

214. Id.
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moved to suppress the evidence from the ALPRs, arguing that their war-
rantless use violated the Fourth Amendment.*'?

In concluding that there was no constitutional violation in this case,
the court cited to Texas v. Brown*'® for the proposition that an individual
does not have an expectation of privacy in the information contained on
their license place.”'” The court found persuasive that cars in public are-
as sit in plain view and that there is a reduced expectation of privacy in
vehicles.?'® To the court, since Supreme Court precedent favored a re-
duced expectation of privacy in both the interior and exterior of cars, the
use of ALPRs was, at most, only a marginal expansion of those con-
cepts.”"’

The court also squarely addressed the argument that Carpenter im-
plicates the use of ALPRs by noting how distinct the type of information
in these two cases are.”?’ In Carpenter, the data placed the defendant in a
sector “ranging from one-eighth to four square miles,” investigators had
127 days-worth of location information and nearly 13,000 points of
overall location data.”?! While acknowledging that at some point the
confluence of emerging technology and artificial intelligence could lead
to a different result, the court found that technology had not yet led to
that point**? The court reasoned that ALPRs provide less of an
all-encompassing record than cell cite location data because it does not
involve tracking nearly every movement of the vehicle’s owner.”” In-
stead, ALPRs provide “discrete data points with considerable stretches
of obscurity in between.”**

Of additional import to the court’s decision was that no federal dis-
trict court has held that the use of ALPRs violates the Fourth Amend-
ment, as the court went on to cite six separate federal trial court deci-
sions upholding that perspective.’”> In addition to this listing, and with

215. Id. at 1106-07.

216. 460 U.S. 730 (1983).

217. Sturdivant, 786 F. Supp. 3d at 1108 (citing Brown, 460 U.S. at 738).

218. Id.

219. Id.

220. Id. at1113.

221. Id. at 1109.

222. Id. at1111.

223. Id. at1112.

224. Id.

225. Id. at 1110 (first citing United States v. Cooper, No. 23-131, 2025 WL 35035, at *4-7
(E.D. La. Jan. 6, 2025); then citing United States v. Martin, 753 F. Supp. 3d 454, 476 (E.D. Va.
2024); then citing United States v. Jiles, No. 8:23-CR-98, 2024 WL 891956, at *19 (D. Neb. Feb.
29, 2024); then citing United States v. Porter, No. 21-cr-00087, 2022 WL 124563, at *3 (N.D. IIL
Jan. 13, 2022); then citing United States v. Rubin, 556 F. Supp. 3d 1123, 1124 (N.D. Cal. 2021);
and then citing United States v. Bowers, 2:18-CR-00292-DWA, 2021 WL 4775977, at *3 (W.D. Pa.
Oct. 11, 2021)).
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the three cases from Virginia favoring warrantless use of ALPRs, nu-
merous other federal and state courts have come to precisely the same
decision in various contexts.”*® For example, multiple federal district
courts have found that a plaintiff cannot prevail against police using
ALPRs, noting that courts have consistently upheld this use under plain
view doctrine.??’ State courts beyond Virginia have refused to grant mo-
tions to suppress in criminal cases, finding that the use of ALPRs does
not constitute a search or implicate a defendant’s Fourth Amendment
rights.”*® Federal courts have similarly denied motions to suppress in
criminal cases on the same grounds.””” Speaking to the paucity of au-
thority favoring the suppression of evidence obtained from ALPRs, one
court went so far as to write, “Defendant has not identified any other
criminal case that has held a law enforcement officer must obtain a
search warrant to either use an ALPR database or query an ALPR data-
base, and the Court’s own research has not yielded any such case.”*°

111. WHY THE SUPREME COURT WILL NOT REQUIRE WARRANTS TO USE
ALPRs IN THE NEAR FUTURE

The above discussion illustrates three primary reasons why the Su-
preme Court is unlikely to rule that a warrant is required to use ALPRs
in the near future.*' The first reason is based on the general reluctance
of the Court to take up cases involving new technology as discussed in
Quon.*** For example, one of the opinions above discussing this issue
notes that there could come a point in time when ALPR surveillance,
linked to a larger network or enhanced through the use of artificial intel-
ligence, could become so intrusive that it might run afoul of the Fourth

226. See, e.g., Chaney v. City of Albany, No. 6:16-CV-1185, 2019 WL 3857995, at *9
(N.D.N.Y. Aug. 16, 2019); Commonwealth v. Watkins, No. CP-09-CR-0003701-2020, 2021 Pa.
Dist. & Cnty. Dec. LEXIS 2485, at *12 (Ct. C.P. Crim. Div. Bucks Cnty. Dec. 15, 2021); Scholl v.
I1l. State Police, 776 F. Supp. 3d 701, 714 (N.D. Ill. 2025); State v. Patrick, No. CR-23-685080-A,
2024 Ohio Misc. LEXIS 325, at *12 (Ct. C.P. Cuyahoga Cnty. Apr. 9, 2024); Uhunmwangho v.
State, No. 09-19-00119-CR, 2020 WL 1442640, at *17 (9th Cir. Mar. 25, 2020); United States v.
Brown, No. 19-CR-949, 2021 U.S. Dist. LEXIS 206153, at *6-7 (N.D. Ill. Oct. 26, 2021); United
States v. Toombs, 671 F. Supp. 3d 1329, 1340 (N.D. Ala. 2023).

227. See Chaney, 2019 WL 3857995 at *8-9; Scholl, 776 F. Supp. 3d at 714 (“[T]he court
concludes that, when an ALPR scans a license plate, it does not conduct a ‘search’ and thus does not
trigger Fourth Amendment scrutiny.”).

228. See Watkins, 2021 Pa. Dist. & Cnty. Dec. LEXIS 2485 at *12; Patrick, 2024 Ohio Misc.
LEXIS 325 at *12, *26; Uhunmwangho, 2020 WL 1442640 at *23-25.

229. See, e.g., Brown, 2021 U.S. Dist. LEXIS 206153 at *6-9; Toombs, 671 F. Supp. 3d at
1340, 1346.

230. United States v. Floyd, No. 8:23-cr-305-TPB-SPF, 2025 WL 3250951, at *7 (M.D. FL
Nov. 21, 2025).

231. See supra Sections I-11.

232. See supra Section LA.
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Amendment** That is the type of rapidly changing technology environ-

ment which was discussed in Quon, where the Court wants to exhibit re-
straint before deciding what constitutes a reasonable expectation of pri-
vacy.?* This is because the technology itself is still changing.**’

The second reason is that at a very practical level, there is no circuit
split on this issue, and, given the heavily one-sided judicial view of this
topic, it appears unlikely that any such circuit split will develop in the
near future.”*® In the absence of a circuit split, the Supreme Court has
less reason to take on this issue.”’

The third reason is that the constitutional argument favored by pri-
vacy proponents is more difficult to make because it involves altering or
limiting an existing Fourth Amendment doctrine.”*® By comparison, the
government position simply requires maintaining the status quo.”*® For
example, prosecutors arguing for the warrantless use of ALPR data can
provide fairly straightforward applications of plain view doctrine, the
Carroll doctrine, and third-party doctrine.*** When something is exposed
to public view, a person doesn’t have a reasonable expectation of priva-
cy in it.**' When a person drives their vehicle onto a public road, they
take the risk that some will observe their license plate and the exterior of
their car.?*? The driver already has a lessened expectation of privacy in
their vehicle explicitly for the reason that it is used for travel.*** And
when the driver puts information about themselves out into the world,
they can’t claim to be constitutionally aggrieved when the government
gets access to that information.***

By contrast, the privacy advocate requires limitation or modifica-
tion of these doctrines to reach the conclusion that warrantless use of
ALPRs is improper.”*> When a person’s information is captured on an

233. United States v. Sturdivant, 786 F. Supp. 3d 1098, 1111 (N.D. Ohio 2025).

234. City of Ontario v. Quon, 560 U.S. 746, 759-60 (2010).
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236. See supra Section II.

237. See SUP. CT. R. 10(a) (citing conflict in U.S. court of appeals decisions as a reason for
granting a writ of certiorari).

238. See supra Section 1.B.

239. See supra Section 1.B (comparing the arguments of privacy advocates with those of the
government).

240. See supra Section 1.B.

241. Katzv. United States, 389 U.S. 347, 351 (1967).

242. New York v. Class, 475 U.S. 106, 114 (1986).

243. Cardwell v. Lewis, 417 U.S. 583, 590 (1974).

244. See United States v. Knotts, 460 U.S. 276, 281-82 (1983) (discussing how there is no ex-
pectation of privacy extended to driving a car onto private property because any reasonable observer
would be able to see it).

245. See supra Section II.A (discussing the limited precedent in support of requiring a warrant
for ALPR data and the arguments that led to those decisions).
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ALPR it isn’t traditional plain view, because police are relying on in-
credibly powerful technology to accomplish what a police officer sitting
in their cruiser can’t do.>** And while a person might have lessened ex-
pectation of privacy in their vehicle, if you consider the vehicle’s
movements to be a record of an individual’s movements, then that ex-
pectation of privacy increases.”*’ Finally, driving is basically a necessity
in modern life, and the mere act of living is not voluntarily handing in-
formation over to someone else.**® While these arguments are intellectu-
ally intriguing, they require a change to the jurisprudential status quo,
making it a harder sell to the Supreme Court.*** “While stare decisis is
not an inexorable command, . . . particularly when we are interpreting
the Constitution, . .. even in constitutional cases, the doctrine carries
such persuasive force that we have always required a departure from
precedent to be supported by some ‘special justification.””*** For these
reasons, those advocating against the warrantless use of ALPRs should
not look to the Supreme Court for rescue anytime soon.>"

IV. POTENTIAL REMEDIES IN STATE CONSTITUTIONAL LAW OR
LEGISLATIVE CHANGES

But all hope is not lost for those who find the pervasive warrantless
use of ALPRs disturbing. There are two avenues that advocates could
explore for reform.”** The first would be to center their legal arguments
not on federal constitutional law, but on state constitutional law.>>* After
all, while the U.S. Constitution creates a floor when it comes to privacy
rights, it doesn’t create a ceiling.”>* One author has noted that “[e]ach
state has a constitutional analog to the Federal Fourth Amendment, and
some have an explicit privacy provision that has no federal

246. See Kyllo v. United States, 533 U.S. 27, 34 (2001) (discussing the use of
“sense-enhancing technology” in the context of a home search).

247. Cardwell, 417 U.S. at 590; see United States v. Jones, 565 U.S. 400, 415-16 (2012) (So-
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F27W]; see also Carpenter v. United States, 585 U.S. 296, 315 (2018).
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253. See Paul Marcus, State Constitutional Protection for Defendants in Criminal Prosecu-
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2026] EVERY ROAD YOU TAKE 487

counterpart.”*>> That author points out, for example, that in using those
provisions of state constitutions, eleven states have rejected federal
third-party doctrine.”® In a different Fourth Amendment context,
Massachusetts used its state constitution to determine that obtaining call
detail records constituted a search, four years before the United States
Supreme Court did the same in Carpenter.”>’ Similarly, another author
tells the story of how South Dakota undermined a Supreme Court rule
that permitted broad inventory searches of cars that were being
impounded.*® When the South Dakota Supreme Court first considered
the search at issue, it held the police procedures unreasonable for Fourth
Amendment purposes.”’ In South Dakota v. Opperman,*® the United
States Supreme Court disagreed, overturning the decision.! The South
Dakota Supreme Court responded by granting a rehearing and holding
that the inventory search violated the South Dakota Constitution, stating:
“There can be no doubt that this court has the power to provide an
individual with greater protection under the state constitution than does
the United States Supreme Court under the Federal Constitution.”?*
Similarly, the Supreme Court of Massachusetts places heightened
restrictions compared to the U.S. Constitution on how law enforcement
obtains certain types of cellular data records, relying on state
constitutional law.**?

This approach won’t work in jurisdictions which choose to pair
their privacy jurisprudence with federal Fourth Amendment law. In Vir-
ginia, for example, “courts have consistently held that the protections af-
forded under the Virginia Constitution are co-extensive with those in the
United States Constitution.”?** But for states that don’t have this limita-
tion, privacy advocates could turn to state constitutional law to argue for
greater protection against the warrantless use of ALPRs in criminal cas-
og, 265
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Additionally, privacy advocates can take their crusades to state leg-
islatures in order to seek additional limits on how ALPRs are utilized.**
As of 2022, the National Council on State Legislatures had detailed sev-
enteen states which had adopted provisions regulating the use of
ALPRs.?” Several states, for example, have imposed various retention
periods for these records, ranging from sixty days in California to three
years in Colorado.?®® Most of these legislative provisions are going to
provide cold comfort to privacy advocates that are disturbed by the per-
vasive nature of ALPRs because the regulations always allow for law
enforcement use and are more typically directed towards ensuring the
information doesn’t get into private hands.*** New Hampshire law
though illustrates that far more expansive limitations are possible.?”
Some of the regulations imposed by New Hampshire include that the
ALPR cannot be capable of recording or producing images of the occu-
pants of the car.?”' Similarly, there are limits on the type of criminal cas-
es where ALPRs can be used, such as “[v]ehicles involved in homicides,
shootings, and other major crimes or incidents.”?”* Perhaps most signifi-
cant is the following provision:

A positive match by an [A]LPR device alone shall not constitute rea-
sonable suspicion as grounds for a law enforcement officer to stop the
vehicle. The officer shall develop independent reasonable suspicion for
the stop or immediately confirm visually that the license plate on the
vehicle matches the image of the license plate displayed on the
[AJLPR and confirm by other means that the license plate number is
on one of the lists specified . . . 27

Moreover, purging of the ALPR data occurs a remarkable three
minutes after capture.”’* This extreme version of the law from a state
whose official motto is, “Live Free or Die”?” illustrates that legislatures
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may prove far more receptive than the courts in attempting to constrain
the use of ALPRs.”’

V. CONCLUSION

The Fourth Amendment can create tension between competing val-
ues. On the one hand we want to live in safe communities, which re-
quires effective law enforcement.”’” ALPRs are broadly used by law en-
forcement to solve serious crimes.?’® At the same time, we also value our
individual privacy, and it may disturb people to know that pictures of
their vehicles are being constantly recorded by the government and can
be accessed with relative ease by law enforcement without the judicial
oversight that comes through a search warrant.*”

So far, traditional Fourth Amendment doctrines have resulted in
both federal and state courts determining that law enforcement does not
need a warrant in order to access ALPR data and use it in a criminal
case.”® Given the Supreme Court’s reluctance to weigh in too early in
cases involving new technology, and the connection between ALPRs
and traditional Fourth Amendment doctrines, it seems unlikely that
courts applying federal law will require warrants in the near future for
the continued use of these cameras.?®! However, for those who believe
that the warrantless use of ALPRs in criminal cases have gone too far,
the possibility of reform either through litigation resting on state consti-
tutional provisions or through legislation may provide a fertile ground
for reform.*
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